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Abstract—This work presents an efficient data-centric client selection approach, named DICE, to enable federated learning (FL) over
distributed edge networks. Prior research focused on assessing the computation and communication ability of the client devices for
selection in FL. On-device data quality, in terms of data volume and heterogeneity, across these distributed devices is largely
overlooked. The obvious outcome is the selection of an improper subset of clients with poor quality data, which inevitably results in an
inefficient trained model. With an aim to address this problem, in this work, we design DICE which prioritizes the data quality of the
client devices in the selection phase, in addition to their computation and communication abilities, to improve the accuracy of FL.
Additionally, in DICE, we introduce the assistance of vicinal edge devices to account for the lack of computation or communication
abilities in certain devices without violating the privacy-preserving guarantees of FL. Towards this aim, we propose a scheme to decide
the optimal edge device, in terms of latency and workload, to be selected as the helper device. The experimental results show that
DICE improves convergence speed for a given level of model accuracy. Further, the simulation results show that DICE reduces delay
by at least 16%, energy consumption by at least 17%, and packet loss by at least 55% compared to the existing benchmarks while
prioritizing the on-device data quality across clients.
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1 INTRODUCTION

The advent of edge computing [1], [2] has led to the
conceptualization of a novel distributed learning paradigm
termed as Federated learning (FL) [3], which aims to preserve
users’ data privacy and confidentiality at the edge of the
network. Unlike the traditional model training approach,
FL decouples model training from direct access to the
on-device training dataset. In essence, FL performs local
model training at the edge devices (clients) and exchanges
the updated model parameters to the centralized server to
carry out the global model aggregation operation [4]. Thus,
FL removes the need to exchange the on-device data with
the server [3]. This decoupled model training approach
addresses several challenges of the traditional centralized
training approach[5], such as, (a) availability of the huge
amount of real-world training data eases the data collection
process, (b) local model training at distributed edge devices
reduces the requirement of high computation power at the
centralized server, and (c) exchange of model parameters,
instead of sensitive data, with the server helps to main-
tain user privacy [6]. Thus, FL aids in bringing code to
the data, instead of data to the code [7]. This privacy-
preserving nature of FL also makes it useful for many
data-sensitive use cases such as healthcare and banking.
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Despite its many advantages, the FL framework is posed
with different challenges, such as (1) communication overheads
due to iterative communication between different clients
and the centralized server, (2) heterogeneity of client devices
in terms of uneven distribution of data, varying computing
capability, and network channel condition, and (3) privacy
issues at different levels, e.g., inference attacks during the
model training phase, leakage of private information from
the trained model, manipulation of trained model output,
and dependency on centralized global aggregator node.

Existing research works [8], [9] have successfully estab-
lished that the selection of an optimum set of clients helps
to reduce the communication latency and convergence time
of the training operation. These works design the client
selection problem of FL either based on the current network
connection status and residual computation capability [8] or
by predicting the next state of the network parameters for
individual users [9]. These works do not consider the data
quality across client nodes during the client selection pro-
cess in FL. However, in machine learning, the quality of data
at the device end is an important aspect. In an IoT scenario,
data quality is defined in various ways. Some of the existing
works [10] define data quality in terms of completeness,
timeliness, and accuracy, whereas some others [11] point
towards heterogeneity of data, missing or dirty data due
to network constraints or security issues. The checking of
data quality helps in increasing the model training efficiency
and accuracy, and therefore, needs to be considered dur-
ing the client selection process. Additionally, FL is usually
performed with the help of numerous heterogeneous client
devices, which differ in terms of network connectivity such
as 3G, 4G, and 5G, and computation ability measured
in terms of CPU capacity and usage and residual mem-
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ory. Moreover, such device heterogeneity poses different
challenges, such as asynchronous local updates and client
dropout [12], which ultimately affect the model efficiency.
Furthermore, situations may arise in which certain client
devices having exceptionally good quality data suffer from
poor communication or computation capabilities. In such
cases, it is a loss to not utilize good-quality data for FL.

An intuitive solution to the aforementioned problems is
to utilize neighboring edge devices for communicating the
model parameters to the server in case of communication
impairment or for computation offloading in case of a lack
of computation ability. However, both of these approaches
require sharing of sensitive data or model parameters with
neighboring devices which, in turn, results in various pri-
vacy threats. Primarily, these approaches face two types of
privacy threats [13], [14] – (a) inference during learning which
implies that a malicious client may have the intention to
infer other clients’ private information during the training
process at the client end, resulting in the need to ensure pri-
vacy on computation; and (b) inference over the outputs which
implies that a malicious client may try to infer information
from the ML model parameters, thereby necessitating the
privacy on models. Therefore, the main aim of this work is to
design a client selection process for FL training while considering
the clients having good data quality but poor computation or
communication ability, without breaking the privacy-preserving
promises of FL.

Towards this objective, in this work, we follow the fog-
based FL framework, FogFL [15], in which a layer of fog
devices is introduced to reduce the dependency on the
centralized cloud server and works by random client se-
lection approach without concern about the quality of data
across the clients. Following this architecture, we devise
a data-centric client selection scheme, DICE, to improve
the efficiency of FL. Data quality checking is computa-
tionally intensive and incurs high computation overhead
across resource-constrained devices in terms of computa-
tion and memory constraints. Further, the increased size
of the dataset imposes high latency during data quality
checking. Michailiodou et al. [10] design an algorithm that
efficiently places the tasks across the edge and cloud devices
to minimize the latency and maximize the level of data
quality checking. Compared to this work, we consider data
quality as a combination of data heterogeneity and data
volume and aim to design a client selection algorithm for
FL which prioritizes the clients having good data quality
instead of having poor computation and communication
ability. Thus, to incorporate computation or communication-
deprived clients with good data quality into the FL oper-
ation, we introduce two alternative approaches – (a) For
computation-constrained devices - we employ a compu-
tation offloading scheme to nearby edge devices. (b) For
communication-impaired devices – we propose a scheme
to transfer the local model parameters to the server through
a neighbor device. Therefore, the main contributions of this
work are as follows:

• We identify the problem of insufficiency of compu-
tation and communication abilities of client devices
with high-quality local dataset and study its effects
on the performance of FL over distributed edge

networks.
• We propose a scheme to quantify the training dataset

quality and the computation and communication
capacity of the devices, and identify their capabili-
ties by classifying them into groups based on these
values.

• For computation/communication-impaired client
devices with a good quality dataset, we propose the
assistance of neighboring edge devices and design a
scheme to select the most suited one based on the
incurred delay.

• For executing FL with high accuracy and efficiency,
we design another scheme that selects the optimal
set of edge devices with high data quality, while
increasing the convergence speed and ensuring low
delay, energy consumption, and packet loss.

• For experimental evaluation, we design a lab-scale
testbed to collect the real values of parameters such
as energy consumption and processing time and use
these values to conduct extensive simulations.

2 RELATED WORK

In this section, we briefly discuss existing literature on
FL. The client management part of the FL framework is
improvised in different ways, such as maintaining a client
registry to hold information of participants, selecting clients
based on predefined criteria [3], [16], [17], and grouping
client devices based on certain characteristics [18]. These
processes not only improve the model performance but
also increase reliability, optimize resource usage and im-
prove convergence speed [12]. However, these techniques
face different challenges such as increased computation and
communication costs and reduced data privacy. On the
other hand, to manage client models, a few existing works,
viz., [19], [20], proposed model compression techniques to
reduce data size during transmission between the central
server and client devices. Although these approaches im-
prove communication efficiency and model quality, they
are faced with issues such as loss of information and extra
computation cost. Further, FL suffers from significant delays
in synchronized parameter aggregation due to edge devices
with weak computation capacity. In order to handle the
straggler devices in the FL framework, Wang et al. [21]
proposed an asynchronous collaboration scheme that again
suffers from significant performance loss. In this regard, Xu
et al. [17] proposed ELFISH, a resource-aware FL frame-
work with a synchronous aggregation scheme to solve the
computational straggler problem. Moreover, to solve the
problem of different model upload times per device, Chen
et al. [22] and Gu et al. [23] conducted an asynchronous
model aggregation technique to increase the global model
aggregation speed per round.

Another serious issue of the conventional FL framework
is that the model training and aggregation are fully coor-
dinated by a central server which results in issues such
as single point of failure and network congestion. In this
regard, Lalitha et al. [24] and Jiang et al. [25] proposed
fully decentralized model aggregation algorithms. Again,
Liu et al. [26] proposed a hierarchical server-edge-client
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Fig. 1: System Model

architecture to improve both the computation and com-
munication efficiency of the FL training process. However,
the proposed framework raises questions regarding system
reliability and security. In this context, Xu et al. [13] proposed
an efficient privacy-preserving FL approach HybridAlpha
using functional encryption. On the other hand, Nguyen et
al. [27] and Pokhrel et al. [28] proposed the integration of FL
with blockchain, whereas Kim et al. [29] proposed BlockFL
where the local model updates are exchanged based on
their corresponding rewards. Additionally, Bao et al. [30]
and Weng et al. [31] proposed blockchain-based FL with
incentive registry to record the performance of each client
and provide incentives to increase client’s participation. In
this context, another renowned problem related to FL is
the client selection problem. In the FL training process, a
fraction of clients is get selected based on the allocated
bandwidth and dynamic status of the clients. Therefore,
there is a great impact of the client selection decision in
each round on the global model convergence time and
accuracy [32]. The existing researches design the client se-
lection problem based on communication perspective [8],
energy consumption factor [33]. However, current research
mainly designs the client selection process of FL assuming
pre-known local training time and the device performance
which always limits the participation of poor-performance
clients. Moreover, Ren et al. [34] proposed a DRL-based real-
time computation offloading scheme for the IoT devices,
where FL is used to train the multiple DRL agents deployed
across multiple edge nodes. Prathiba et al. [35] proposed
federated Q-learning-based FLOR algorithm for computa-
tion offloading and resource management and Ji et al. [36]
proposed EAFL to alleviate the straggler problem of FL by
partial computation offloading to the edge server.

Synthesis: Most of the aforementioned existing litera-
ture on FL considers the selection of clients either randomly
or based on some predefined criteria, and do not consider
the quality of data while selecting the set of clients for
FL. Moreover, it is highly challenging to address privacy
concerns and communication and computation cost in FL,
while selecting a client having good data quality and poor
computation or communication ability. Hence, to solve this
pressing problem, we design a data-centric client selection
approach for FL without hindering the privacy rules of FL.

3 SYSTEM MODEL

We consider a fog-based FL framework [15] comprising a set
of client devices (edge nodes) E = {E1, E2, E3, .., EN}, a
set of fog nodes F = {F1, F2, F3, ..., FM}, where (M < N),
and a centralized cloud server S, as shown in Fig. 1. In
the fog-based FL framework, the cloud server is responsible
only for client selection and storing the final global model,
with no further intervention during FL training. Each round
of FL starts with the selection of K edge nodes based on
some predefined criteria, where K < N . We consider that
each edge node Ei is associated with a vicinal fog node
Fj and consists of a local dataset Di in which a ∈ Di

represents each training data sample. a has two components
(Xa, Ya), where Xa is the input data vector, and Ya is the
corresponding label of the output.

The sequence diagram, as shown in Fig. 2, manifests
the working principle of the fog-based FL framework. In
Fig. 2, the transition arrows numbered around (1) to (6)
depict the different steps. (1) denotes the request for the
participation of each client node to the centralized server
to start the communication round of FL. (2) denotes the
initiation of the client selection process at the centralized
server, after receiving acknowledgment and the device in-
formation from the interested set of clients. (3) denotes
the execution of the local update process at each client
end after downloading the global model from the server.
(4) represents the implementation of the local aggregation
process at the fog nodes after receiving the local updates
from the vicinal client nodes. (5) denotes the execution
of the global aggregation process at an optimal fog node
after the predefined number of rounds of client selection,
local update, and local aggregation process. (6) denotes the
upload of the global model after the completion of the whole
FL framework.

Fig. 2: Different steps of Fog-based FL Framework

During the local update phase, the client calculates its
loss function for each data sample. We denote the local loss
function of client Ei by la(Xa, Ya, w) or la(w) for each data
sample a ∈ Di, where w denotes the vector of weights [3].
It is calculated as follows:

L(wi) =
1

ni

∑
a∈Di

la(w), (1)
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where ni = |Di| and θ denotes the local accuracy which
satisfies the condition 0 ≤ θ ≤ 1. Each Ei updates its local
parameters wi using gradient descent algorithm as follows,

wi(t) = wi(t− 1)− η∇L(wi(t, Bi)), (2)

where t denotes the number of iterations and Bi is the size
of the mini-batch [3]. The learning rate η is always positive.
Edge node Ei transmits the updated local parameters wi(t)
to its vicinal fog node Fj to perform the local aggregation [15]
as follows,

wj(t) =

∑qj
i=1 niwi(t)

nj
(3)

Here, qj denotes the number of clients managed by fog
node Fj . Considering binary variable xi,j to denote the asso-
ciation between client Ei with Fj , we have qj =

∑K
i=1 xi,j .

Moreover, nj denotes the total number of data samples
of the clients under Fj , hence we have nj =

∑qj
i=1 ni.

We consider that, in the proposed framework, ε rounds
of client selection and local update and aggregation are
performed. Thereafter, the cloud server chooses the global
aggregator node among the available fog nodes [15]. Towards
this aim, the cloud server uses two parameters – latency
and workload – to determine the optimal fog node for
performing global aggregation. The following equation is
used to calculate global aggregation parameters denoted by
w̃(t):

w̃(t) =

∑M
j=1 wj(t)

M
(4)

where wj(t) represent the local aggregation parameters of
each Fj . The primary assumptions made in this work are:
1. The ML task is a classification task and the FL algorithm
uses SGD.
2. The FL framework follows the fog-based FL architecture.
3. The end devices are considered to be static edge nodes
that are assigned to the same fog node throughout the FL
training. Therefore, before the FL optimization process, the
fog association problem is solved.
4. The centralized server is responsible only for client se-
lection and storing the final global model, and does not
intervene otherwise.

In the following subsections, we discuss the data, delay,
and energy model for the fog-based FL model. Table 1 enlists
the key notations used in this work.

3.1 Data Model
We define data quality of Di(t) across each client Ei using
two important parameters – data heterogeneity (Dhet) and
data volume (Dvol). Dhet across the clients is visible due to
their varying device usage patterns and is defined by the
data distribution which can be exhibited by the statistical
metrics – mean and standard deviation. In this work, we
consider data quality in terms of the distribution of the
cleaned data across each client. Thus, we assume that the
data is cleaned using techniques such as duplicate data re-
moving, structured error fixing, outliers filtering, and miss-
ing data handling, prior to use in FL. Fig. 3a and 3b show the
data heterogeneity across client data using the two metrics

TABLE 1: Key Notations

Notations Description
M Total number of fog nodes
N Total number of client devices
fi CPU frequency at Ei

zi CPU cycles at Ei

Bi Bandwidth at Ei

hi Channel gain
pi Transmission power at ci
N0 Background noise
di,j Distance between Ei and fj
si Training model size at Ei

Di Dataset at Ei

wi(t) Local parameter at Fj

wj(t) Local aggregation parameter at Fj

w̃(t) Global aggregation parameter at Fj

(a) Mean vs Clients (b) Standard Deviation vs
Clients

Fig. 3: Non-IID Data Heterogeneity Across Clients

mean and standard deviation, respectively. We generate the
results using the MNIST dataset and perform the IID and
non-IID data partition following the base work [3] which
presented the federated averaging algorithm (FedAvg). Hsu
et al. [37] showed how the FL performance degrades with
high data distributions across clients. In this paper, we
consider the mean value to define the data distribution or
data heterogeneity. Further, we consider Dvol as another
parameter which is defined as the number of data samples
across clients. Again, Fig. 4a and 4b depict the performance
of the FL for data heterogeneity and varying volume of data,
respectively. Fig. 4a manifests how the presence of data
heterogeneity (non-IID data) degrades the performance of
FL compared to the non-heterogeneity data (IID data). On
the other hand, Fig. 4b infers how the increasing numbers
of data points improve the performance of FL.

3.2 Delay Model

Each round of FL carries out local updation across each
client Ei and communicates the intermediate updates pe-
riodically to the local server (fog node). We consider that
all edge devices have the same bandwidth capacity B. To
evaluate the communication delay at edge node Ei, we
calculate the data rate ri as follows:

ri = Blog2(1 +
pih

2
i

N0
) (5)

where pi denotes the transmission power density, hi de-
notes channel gain, and N0 is the noise power [38]. Thus,
the transmission delay δTi and propagation delay δPi,j are
calculated as follows:
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(a) For Varying Data
Heterogeneity

(b) For Varying Data Volume

Fig. 4: FL Training Performance

δTi =
si
ri

and δPi,j =
di,j
c

(6)

where si denotes the size of transmitted model information,
di,j denotes distance of end device Ei to Fj and c denotes
the speed of light. Thus, the total communication delay
δcommi,j of Ei is calculated as follows:

δcommi,j = δTi + δPi,j (7)

On the other hand, the computation delay δcompi at Ei is
evaluated based on the computation capacity of the device
using the following equation:

δcompi =
zi
fi

(8)

where zi is total number of CPU cycles needed to execute
Di and fi denotes the CPU frequency of Ei.

3.3 Energy Consumption Model
The transmission energy consumption Ecommi (t) of Ei for
dataset Di to communicate with the jth local aggregator
node at a time t is calculated as follows:

Ecommi (t) = piδ
T
i , (9)

where pi denotes the transmission power of Ei. On the
other hand, the computation energy consumption Ecompi (t)
for each local updation at Ei with the help of the following
equation:

Ecompi (t) =
αi
2
zif

2
i (10)

where αi

2 is the effective capacitance coefficient of Ei, zi is
total number of CPU cycles needed to execute Di and fi
denotes the CPU frequency of Ei [39].

Problem Scenario
The primary goal of FL is to learn a global model with
help of multiple local models trained by multiple efficient
candidates, selected as participants at each round such that
they help to converge the training operation fast. How-
ever, the varying nature of wireless channels and model
uploading deadlines restricts the selection of candidates.
On the other hand, the two parameters, computation time
and energy consumption of the clients contradict each other,
i.e., for achieving a given level of accuracy within a lower
(higher) computation time, a higher (lower) amount of

energy is required. Although most of the existing client
selection approaches [8], [9] for FL focus on the compu-
tation and communication ability of end devices, these
works do not consider the quality of available on-device
dataset which impacts the accuracy and efficiency of the
trained model. Further, the incorporation of computation or
communication-impaired devices into FL introduces several
additional privacy threats. This necessitates the design of a
data-centric client selection scheme to decide the optimal
set of user devices to participate in each FL round while
considering the device privacy requirements. Therefore, in
this work, we propose DICE, an intelligent user selection
scheme, as discussed in the following sections.

4 DICE: THE PROPOSED DATA-CENTRIC CLIENT
SELECTION APPROACH FOR FL
In this section, we discuss the various steps of the proposed
scheme, DICE. Initially, at the beginning of each FL round,
like the traditional FL approach, the centralized server sends
the request message to the clients. Subsequently, the inter-
ested clients send a request message to the server, which
is comprised of the client’s device status. Eventually, the
centralized server randomly selects a client device, if the
data quality score of the device is satisfactory then evaluates
the computation and communication abilities of the client
device and classifies them into different groups. Thereafter,
the cloud server selects a helper device for the computation
and communication-deprived clients. Afterward, the cloud
server selects the optimal subset of devices. In the follow-
ing, we discuss the three important steps of the proposed
scheme, a) classification of the client device, b) selection of
helper device and c) optimal client subset selection, in detail
as follows.

4.1 Classification of Client Device

We define a few parameters, viz., data quality score, com-
putation score, and communication score, to quantify the
capabilities of the client devices. After selecting a client
device based on its data quality score, the client device
is classified based on its computation and communication
score. We define the data quality score, computation score
and communication score as in Definitions 1, 2, and 3,
respectively. Towards this aim, we assume that the client
devices are static in nature and we evaluate two types
of parameters – static parameters which remain constant
throughout a communication round, such as computation
and communication delay, and computation and transmis-
sion energy consumption, and dynamic parameters which
may vary during a communication round, such as residual
memory and RSSI. Motivated by the works of Huang et. al.
[9], we consider the prediction of the next state value of the
dynamic parameters using the LSTM network model.

Definition 1. Data Quality Score Dscore
i (t) of a client device

Ei ∈ E at tth round is defined in terms of the ratio of the data
volume Dvol

i (t) and the heterogeneity of data Dhet
i (t) generated

by the device. Mathematically,

Dscore
i (t) = α1

Dvol
i (t)

Dhet
i (t)

, (11)
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where α1 is the normalization constant such that α1 = Dhet′

Dvol′ .

Due to the degradation of FL performance with the
increasing data distribution and the improved FL perfor-
mance with the increasing data volume, we formulate the
DScore
i in such a way that Dvol

i (t) is proportional to DScore
i

and Dhet(t) is inversely proportional to DScore
i .

Definition 2. Computation score Pscorei (t) of a client Ei at
round t is defined based on the ratio of predicted residual memory
Mpred

i (t) to the pre-determined computation delay δcompi (t) and
energy consumption Ecompi (t). Mathematically, we have:

Pscorei (t) =

Mpred
i (t)
M′

α2
δcomp
i (t)

δcomp′ + (1− α2)
Ecomp
i (t)

Ecomp′

, (12)

where α2 is a constant, which is used to control the importance of
computation delay and computation energy. δcomp

′
, Ecomp′ and

M′ denote the maximum value of computation delay, computa-
tion energy and residual memory, respectively.

We formulate the Pscorei (t) in Eq. 12 in such a way as
the computation ability of an edge device is increased with
the high residual memory and also decreases with the high
computation delay and computation energy,

Definition 3. Communication score Cscorei (t) of a client Ei at
round t is defined based on the ratio of predicted RSSI value
Rpredi (t) to pre-determined communication delay δcommi (t) and
energy consumption Ecommi (t). Mathematically, we have:

Cscorei (t) =
(Rpredi (t)/R′)

α3
δcomm
i (t)

δcomm′ + (1− α3)
Ecomm
i (t)

Ecomm′

, (13)

where α3 is a constant to control the importance of communication
delay and communication energy. δcomm

′
, Ecomm′

, and R′ de-
note the maximum value of communication delay, communication
energy and RSSI, respectively.

We formulate the Cscorei (t) in Eq. 13 in such a way as the
communication ability of an edge device increases with the
high RSSI value and decreases with the high communication
delay and communication energy consumption,

The cloud server randomly selects a client Ei ∈ E hav-
ing Dscore

i (t) ≤ Dthresh and determines it’s group based on
the calculated Cscorei (t) and Pscorei (t). The properties of the
four groups are as follows:

• G1 consists of clients with good computation and
communication ability, i.e, Pscorei (t) ≤ Pthresh and
Cscorei (t) ≤ Cthresh.

• G2 represents the group having clients with good
computation but poor communication ability, i.e,
Pscorei (t) ≤ Pthresh and Cscorei (t) ≥ Cthresh.

• G3 corresponds to the group having clients with
good commutation but poor computation ability, i.e,
Pscorei (t) ≥ Pthresh and Cscorei (t) ≤ Cthresh.

• G4 exhibits the clients with poor computation and
communication ability, i.e, Pscorei (t) ≥ Pthresh and
Cscorei (t) ≥ Cthresh.

4.2 Selection of Helper Device
We define the criteria for the selection of a particular neigh-
bor device Ej ∈ E to help the edge device Ei ∈ G2 or

Ei ∈ G3 or Ei ∈ G4, ∀i 6= j, where Ei and Ej both are
associated with the same fog device Fk. We formulate a
parameter, termed as the priority pri(Ej), for each neighbor
deviceEj , as defined in Definition 4, and the device with the
minimum priority value is selected as the potential helper
device for Ei.

Definition 4. Priority pri(Ej) of neighbor edge device Ej is
calculated based on the delay incurred due to communication and
computation while helping the device Ei and the workload across
the neighbor device Ej . Mathematically, we have

pri(Ej) = γ ∗ (δcommi,j (t)+δcommj,k (t))+(1−γ)∗Ωj(t), (14)

where γ denotes the control variable, δcommi,j (t) denotes communi-
cation latency betweenEi andEj , δcommj,k (t) denotes communica-
tion latency between Ej and Fk and Ωj(t) denotes the workload
at Ej (in terms of data size in bit).

If Ei ∈ G2, the value of γ is set to be greater than 0.5;
if Ei ∈ G3, it is set to be less than 0.5, whereas if Ej ∈ G4,
it is set to be equal to 0.5. Note that, in case the chosen
helper device also does not possess sufficient computation
or communication capacity, the next best helper device is
selected.

4.3 Optimal Client Subset Selection
The next step is to select the optimal subset of client de-
vices. It must be noted that the devices in G1 train their
local models using their local dataset and communicate
their model parameters with their vicinal fog devices by
themselves, while utilizing the Differential Privacy (DP)
technique [40] to ensure privacy. However, to participate in
the FL training process, the devices in G2 require help from
a neighboring device for communication offloading, and the
devices G3 and G4 require help from a neighboring device
for computation offloading. Thus, the devices in G2 need
to share their trained model parameters, whereas those in
G3 and G4 are required to share their local data with the
neighboring device. Therefore, to maintain privacy, for the
devices in G2, the same DP scheme is utilized to prevent
model inversion attack, whereas the devices in G3 and
G4 ensure data privacy using a lightweight homomorphic
encryption [41] scheme. Thus, the devices in G1 enjoy the
maximum level of privacy followed by those in G2, G3, and
G4. However, the exact methods to ensure privacy is out
of the scope of this work. In the following subsection, we
discuss the selection of the most suitable vicinal edge device
as a helper device for the devices in G2, G3, and G4.

Now, to select the optimal subset of clients, we define
the net gain or utility Ui based on the Dscore

i (t), Pscorei (t)
and Cscorei (t), using the following equation. It must be noted
that, during the evaluation of Ui for Ei ∈ G2 or Ei ∈ G3

or Ei ∈ G4, Pscorej and Cscorej (t) of helper device Ej are
considered.

Ui =
Dscore
i (t)

βCscorei (t) + (1− β)Pscorei (t))
(15)

where β is a control variable used to regulate the relative
importance of communication and computation score. The
main objective is to select an optimal set of K numbers of
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clients, denoted as X ∈ E, where |X| = K , which max-
imizes the total gain or utility. We formulate this problem
mathematically as follows,

arg max
X∈E

∑
xi(t)Ui(t), ∀Ei ∈ E, i ∈ N

s.t. C1 :
N∑
i=1

xi(t) ≤ K, xi(t) ∈ {0, 1}

C2 : xi(t)Mpred
i (t) ≤M′

C3 : xi(t)Rpredi (t) ≤ R′

C4 : xi(t)δ
comm
i (t) ≤ δcomm

′

C5 : xi(t)δ
comp
i (t) ≤ δcomp

′

C6 : xi(t)Ecommi (t) ≤ Ecomm
′

C7 : xi(t)Ecompi (t) ≤ Ecomp
′
,

(16)

where xi(t) is the decision variable which denotes whether
Ei is selected or not at round t. C1 indicates the maxi-
mum number of selected clients for the FL operation. C2

and C3 denote predicted residual memory and RSSI value
constraints, respectively. C4 and C5 denote the maximum
permissible communication and computation delay, respec-
tively, to execute the FL algorithm at round t. Further,
C6 and C7 denote the communication and computation
energy constraints, respectively. We solve this optimization
problem using a greedy approach, as shown in Algorithm 1.

Algorithm 1 DICE Algorithm

INPUT: E
OUTPUT: X
PROCEDURE:

1: Initialize an empty set X
2: Set temp = 0
3: for I = 1 : T do
4: Set j = 1 and sum = 0
5: Initialize an empty set E′

6: while j < K do
7: Randomly select a client Ei ∈ E
8: Calculate Dscore

i (t), ∀Ei ∈ E
9: if Dscore

i (t) ≤ Dthresh then;
10: Calculate Pscorei (t) and Cscorei (t) for Ei
11: Identify group of Ei
12: if Ei belongs to G2 or G3 or G4 then
13: Select helper device Ej ∈ E
14: Calculate Pscorej (t) and Cscorej (t) for Ej
15: end if
16: Calculate Ui using Eq. 15
17: Set sum← sum+ Ui
18: Set E′ ← E′ ∪ {Ei}
19: end if
20: Set j ← j + 1
21: end while
22: if temp ≤ sum then
23: Set temp← sum
24: Set X ← E′

25: end if
26: end for
27: Return X

Analysis of The Proposed Scheme

We select the optimal set of clients X ∈ E which have the
highest utility as shown in Equation 16. It may be possible
that the set X(t) of selected end nodes at t time instant
may vary from the set X(t + 1) of selected nodes at t + 1
time instant, i.e. X(t) 6= X(t + 1). Fig. 5 shows the utility
value across the selected clients at an iteration t for different
values of control variable β such as 0.2, 0.5, and 0.8. Fig. 5
depicts that, with an increasing value of β, the utility value
varies less.

Fig. 5: Utility Values for Different Value of β

We also determine the complexity of the Algorithm 1
in this section. The outer for loop to find the optimum set
X ∈ E is executed T times, hence has complexity O(T ).
The while loop in Step 6 to randomly select K number of
clients, has complexity O(K). Step 7-11 to calculate and
verify the Dscore

i then calculate P scorei and Cscorei value,
and identify the group ofEi has complexityO(1). Then Step
13 which selects a helper device Ej with the min(pri(Ej))
for Ei belongs to G2 or G3 or G4, incurs complexity of
O(log(N1)) for N1 number of neighbour nodes across Ei,
where N1 < N . Next, the Step 16-20 incurs complexity
O(1). Thus, the total complexity of the algorithm is O(T ×
Klog(N1)).

5 PERFORMANCE EVALUATION

For the performance evaluation of DICE, we perform ex-
tensive experiments and compare the results with other
benchmark solutions in terms of different performance met-
rics. Towards this aim, we design a testbed and collect the
real values of several parameters. Thereafter, we conducted
numerical simulations1 using these values and comparing
the results. The details of the performance analysis are
presented below.

5.1 Experimental Setup

For all the five schemes, we consider that the edge nodes
are equipped with the MNIST dataset. These devices train
and test the multi-layer perceptron (MLP) model with 2
hidden layers (2NN), each with 400 neurons using the ReLU
activation function. We consider a non-IID partition of the
dataset across each client following the works of McMahan
et al. [3]. Fig. 3a and 3b show the data heterogeneity across

1. The simulation code can be found at
https://github.com/Rituparna30/DICE.
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TABLE 2: Simulation Parameters

Parameters Value
Simulation iteration 100
Number of Edge devices 100, 200, 300
Number of Fog devices 6, 12, 18
Simulation area 5km× 5km
Model size 7.7 Mb
Noise -100 dB
Communication range of edge nodes 350 m
CPU frequency of edge nodes 1.5 GHz
Transmission power of edge nodes 2.2 W
Average execution time of edge nodes at
each round to locally update

15.57 sec

Average energy consumption of edge
nodes at each round to locally update

7 mAh

Bandwidth between fog and edge nodes 20 MHz

the clients using the mean and standard deviation of non-
IID data, respectively. Thereafter, we design the simulation
environment in Matlab R2018a while considering a large
number of working nodes and varying client fractions, fog
nodes, and a number of local aggregations. During the sim-
ulation, we also use real average energy consumption and
execution time values of the edge nodes (Raspberry Pi) for
on-device training. We design the simulation environment
with a 5km × 5km coverage area with a varying number
of edge nodes 100, 200, and 300. The ratio of the fog nodes
to the edge nodes is maintained at 0.06 at all times. The
detailed simulation parameters are listed in Table 2.

5.2 Benchmark Schemes

We consider the three variants of FL framework as bench-
mark schemes – a) traditional cloud-based FL framework
(FedAvg) [3] which follows random selection of clients,
b) random client selection-based computation offloading
scheme for edge-assisted FL framework (EAFL) [36], c)
client selection approach for cloud-based FL framework
(FedCS) [8] which follows client selection through main-
taining certain deadline for model update and upload, and
d) traditional Fog-based FL framework (FogFL) [15] which
follows random client selection approach. In the first three
schemes, the whole training process is coordinated by a
centralized server, whereas in the rest schemes, the central-
ized server is only responsible for the client selection part.
However, the aforementioned approaches neither consider
the data quality, nor the possibility of incorporating com-
putation or communication-deprived client devices in FL.
Table 3 depicts the comparison of different features with the
benchmarks.

5.3 Performance Metrics

We evaluate the performance of the DICE based on the
following metrics. We also evaluate the scalability of DICE
by varying the number of edge and fog nodes.
Learning Parameters: We evaluate the global test accuracy
of the FL training model at each round. In this work, we aim
to improve the accuracy of the trained model by introducing
clients having high-quality dataset in FL.
Network Parameters: We evaluate the network parameters
such as average delay (total update and upload time),
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Fig. 6: Global Test Accuracy

energy consumption, and packet loss for all participating
clients during each FL round, as discussed in Section 3.
Reliability: We define system reliability as the fraction of
the number of clients who complete the training operation
within the specified deadline at each FL round. This is
an essential system quality parameter that captures the
applicability of the proposed scheme. If the majority of the
selected clients are unable to deliver within a deadline, the
FL procedure suffers.
Data Quality of Selected Client Devices: We evaluate the
data quality of selected client devices at each communica-
tion round in terms of data score using Equation 11. The
selection of high-data-quality clients ensures the efficiency
of the system.

5.4 Results and Discussions

In this section, we discuss the results and observations of
the simulations.

5.4.1 Impact on Learning Parameters
We analyze the global test accuracy of the FL frameworks
for different client fractions C = 0.1, 0.2, and 0.3 with
the varying number of local aggregations such as 10 and
20, as shown in Figs. 6a and 6b, respectively. Both results
manifest that the fog-based FL frameworks (FogFL and
DICE) converge faster than the cloud-based FL frameworks
(FedAvg and FedCS) due to the integration of interme-
diate fog nodes. The fog nodes reduce the total number
of global aggregations by performing local aggregations.
Additionally, the incorporation of higher-quality data also
contributes to the faster convergence time. Moreover, the
results exhibit that, in all types of environments, the test
accuracy result significantly improves with the increase in
client fractions (c ≥ 0.1). This can be attributed to the
increase in the variety of the training data which reduces
overfitting.

5.4.2 Impact on Network parameters
As mentioned earlier, we consider three parameters – delay,
energy consumption, and packet loss for network perfor-
mance evaluation.

Delay: We observe the average delay in each FL
round for varying numbers of edge and fog nodes for the
five schemes, as shown in Fig. 7a and 7b, respectively. For all
five schemes, the average delay is the combination of local
computation delay across edge nodes and updated model
transmission delay from the edge nodes to the centralized
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TABLE 3: Comparison of Different Features With the Benchmarks

FL Framework Architecture Computation
Offloading

Optimize Delay Optimize Energy
Consumption

FedAvg [3] Cloud-based No No No
EAFL [36] Cloud-based Yes Yes No
FedCS [8] Cloud-based No Yes No
FogFL [15] Fog-assisted No Yes Yes
DICE Fog-assisted Yes Yes Yes

server or fog node. Therefore, the figures manifest that
the fog-based FL frameworks experience a lower average
delay than the cloud-based FL frameworks due to higher
transmission delay in the case of the latter. Moreover, among
the three cloud-based FL frameworks EAFL comprises a
high average delay due to the addition of another type of
transmission delay in order to perform the computation
offloading by the transmission of partial data from each
edge node to the central server. Besides, among the fog-
based FL systems, DICE exhibits a high delay compared
to FogFL. This can be attributed to the integration of a
data-centric client selection strategy with the fog-based FL
framework which adopts a policy of offloading computation
or communication to a neighbor device for the selected
resource-constrained client devices. Further, in DICE, for the
communication-constrained client nodes, the average delay
is the combination of the computation delay across client
nodes and two types of transmission delay – one from the
client node to the helper node and another from the helper
node to the fog node. Again, for the computation-deprived
client nodes, the average delay is the combination of the
transmission delay from the client node to the helper node
and the computation delay across the client node. Besides,
the computation-deprived client nodes also consider the
transmission delay from the helper node to the fog node,
in case of a better communication score across the helper
node than the client node. From the figures, we also observe
that the delay of the proposed fog-based system decreases
with the increase in the total number of edge nodes and fog
nodes. Overall, DICE reduces delay by 91%, 97%, and 91%
compared to the FedAvg, EAFL, and FedCS, respectively,
and increases the delay by 18% to FogFL.
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Fig. 7: Variation of Delay with Number of Edge and Fog
Nodes

Energy Consumption: We observe the average en-
ergy consumption of the edge nodes at each round of FL
for both varying numbers of edge and fog nodes from Fig.
8a and 8b in comparison to the benchmarks. The average
energy consumption across the five schemes comprises the
computation energy across the client nodes and transmis-

sion energy due to model transmission from the client to the
centralized server or fog node. The figures manifest that the
DICE-based FL outperforms the cloud-based frameworks
and reduces energy consumption by 97%, 98%, and 97%
compared to the FedAvg, EAFL, and FedCS, respectively.
Whereas, DICE-based FL increases energy consumption by
11% than FogFL. Moreover, from the figures 8a and 8b, we
also manifest that the energy consumption reduces further
with the increasing number of edge and fog nodes due to the
data-centric client selection strategy and also, due to faster
convergence of the FL training operation. Further, we also
separately exhibit the average energy consumption value
of edge nodes across different groups in Fig. 9, where the
first bar denotes the energy consumption of G1, the second
bar denotes the energy consumption of G2 and the third
bar for G3 and G4. The Fig. 9 manifests that G2, G3 and
G4 score high energy consumption than G1. This is because
DICE-based FL considers computation and communication
energy consumption across the helper nodes to support the
computation and communication-deprived clients, respec-
tively, unlike the other schemes which support the G1 type
of edge nodes only.
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Fig. 9: Average Energy Consumption of Edge Nodes Across
Different Groups

Packet Loss: We observe the average packet loss of
the five schemes for varying numbers of edge and fog nodes
from Figs. 10a and 10b, respectively. Packet loss is primarily
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caused due to network congestion. Both the Figs. 10a and
10b manifest that DICE substantially reduces packet loss by
65%, 62%, and 27% compared to the benchmarks FedAvg,
EAFL, and FedCS, respectively, and 10% for FogFL, which
implies a reduction in the network congestion. This can be
attributed to the fact that the RSSI at the client devices is
considered in the case of calculation of the communication
score of the devices, which in turn results in the selection of
devices with higher RSSI, thereby decreasing the packet loss
in the case of DICE.
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Fig. 10: Variation of Packet Loss with number of Edge and
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5.4.3 Impact on Reliability
We analyze the reliability of the proposed system as the ratio
of the number of edge nodes or client devices attempting
a training round successfully without dropout within the
deadline time to the total number of participating clients
in that round. The simulation results, presented in Table
??, show that DICE-based FL outperforms the benchmarks
and shows a high number of successfully attempted clients
within different decreasing deadline times, thereby proving
the reliability of the system. This is expected due to the
implementation of an efficient data-centric client selection
approach, unlike the other benchmarks. Due to the priori-
tization of client devices based on data quality, the conver-
gence of the algorithm occurs faster using DICE, and the
use of supporting neighbor devices aids in the successful
completion of training.

TABLE 4: Successfully Attempted Clients Ratio at single
Round During Training

Time (Sec) FedAvg EAFL FedCS FogFL DICE
700 0 0 0 1 1

2.15E+02 0 0 0.75 0.75 1
2.15E+04 0.4 0.6 1 1 1

5.4.4 Impact on Data Quality of Selected Clients
We also analyze the data quality of the selected clients using
DICE and the benchmarks, based on their average data score
value for varying numbers of edge devices, as shown in
Fig. 11. Fig. 11 depicts that the data score value of selected
edge devices using DICE is higher than other benchmarks
for all cases of edge nodes. This is due to prioritizing the
high data score client devices during selection for FL using
DICE, unlike the benchmarks, in which the communication
and computation abilities of the clients are prioritized over

the data quality. This in turn leads to the selection of edge
devices having good data quality but poor computation or
communication abilities, which are otherwise discarded in
the case of the benchmark schemes.
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6 CONCLUSION

In this work, we proposed a data-centric client selection
approach, DICE, for the fog-based FL framework. In DICE,
we consider the quality of the on-device data of each client
is prioritized over the client device status, viz., computation
and communication ability, while selecting the optimal set
of clients for FL. Additionally, a privacy-aware offloading
scheme is proposed in this work to select the best neigh-
bor device for offloading, thereby enabling computation or
communication-constrained client devices having good data
quality to participate in FL. We designed extensive simula-
tions and evaluated the performance of DICE in comparison
with four existing benchmarks. Simulation results showed
that the proposed scheme DICE improves the accuracy of
FL while ensuring low energy consumption and delay.

This work can be extended in the future while consid-
ering the active participation of the client devices in the
client selection process. This work can also be extended by
studying the statistical nature of the effect of different data
quality parameters on the FL algorithm.
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